The foll owm ng nessage fromthe Director of NSAis for your
i nformation.
No specific actions required at this tine.

Tom
Thomas J. Aubin
I nformation Systens Security Program Manager
United States Arny Corps of Engineers

----- Oiginal Message-----

From Loranger, Phillip J., M., D SC4
[ SMIP: Lor anPJ@nqda. army. m | ]
Sent : Friday, June 04, 1999 9:28 AM

To: DISC4A | AO
Subj ect: NSI RC ADVI SORY - | MPROVI NG VEEB SI TE SECURI TY

M DI RNSA FT CGEORGE G MEADE MY / NSI RC/ X7/ SI PO/

TO SECDEF WASHI NGTON DC// C31 /1 A/ /

HQ AFCI C WASHI NGTON DC/ / SY/ SYN/ /

DA WASHI NGTON DC/ / SAl S/ SAI S- ZB/ SAI S- PAC- 1/ /
DEPT OF COMMERCE WASHI NGTON DC// O PR/ /

Cl A WASHI NGTON DC/ / CTG DI / OTI / | \WIT/ /

DI A WASHI NGTON DC/ / DS/ SY/ TW / J23/ DAJ2A/ /

DEPT OF ENERGY WASHI NGTON DC// Cl AC/ HR43/ HR44/ |
RUCNFB/ FBI WASHI NGTON DC/ / NI PC/ NSD( NS- 6) / /
FEMA HQ WASHI NGTON DC/ / JJJ/ [

GSA OFFI CE | NFO SECURI TY WASHI NGTON DC/ / TI / FTS/ /
JO NT STAFF WASHI NGTON DC/ / 36/ /

DEPT OF JUSTI CE WASHI NGTON DC/ / | SPG CSS/ | M8S/ /
CMC WASHI NGTON DC/ / CS/ CAl / /

CNO WASHI NGTON DC/ / N6/ N64/ /

NCS WASHI NGTON DC/ / JJJ/ | Al NCT/ /

WH TE HOUSE NATI ONAL SECURI TY COUNCI L WASHI NGTON DC// JJJ/ /
WH TE HOUSE OVB WASHI NGTON DC/ / JJJ//

RUEHC/ DEPT OF STATE WASHI NGTON

DC/ / DS/ CI S/ 1 ST/ ACD/ | RM OPS/ | TI / SI //

DEPT OF TREASURY WASHI NGTON DC/ / SEN/ /

HQ DI SA WASHI NGTON DC/ / D25/ D331/ D333/ D3332/ /
DEPT OF EDUCATI ON WASHI NGTON DC/ / JJJ/ |

FCC WASHI NGTON DC/ / JJJ/ |

NASA WASHI NGTON DC/ / JL/ /

NI MA RESTON VA/ /JJJ//

NRC WASHI NGTON DC/ / T6E46/ C2D15/ /

NRO WASHI NGTON DC/ / CI O WE3/ COMVB50/ | ROC/ /

JTF- CND WASHI NGTON DC/ / J2/ 33/



DEPT OF TRANSPORTATI ON WASHI NGTON DC

UNCLAS
NSI RC- ADV- 0024- 99

SUBJECT: NSI RC ADVI SORY - | MPROVI NG VWEB SI TE SECURI TY

1. I N LIGHT OF RECENT HACKI NG ACTI VI TI ES DI RECTED AGAI NST
U S. GOVERNMENT VB SI TES, THE FOLLOW NG GENERAL GUI DANCE
CONCERNI NG NETWORK SYSTEMS SECURI TY | S OFFERED:

A) CREATE A SYSTEM SECURI TY POLI CY THAT PROVI DES GUI DELI NES
FOR CONFI GURI NG SYSTEMES.

B) REMOVE/ TURN- OFF ALL NONESSENTI AL SERVI CES (E. G TELNET,
FTP, E-MAIL, ETC.). MANY OF THESE SERVI CES HAVE SECURI TY
WEAKNESSES OF THEI R OAN AND UNNECESSARI LY | NCREASE THE

LI KELI HOOD A SYSTEM VULNERABI LI TY. CONSI DER STRENGTHENI NG
THE OPERATI NG SYSTEM KERNEL BY REMOVI NG CODE FOR
UNNECESSARY SERVI CES THEN RECOMPI LI NG THE KERNAL.

| F POSSI BLE, MAI NTAIN THE WEBSERVER MACHI NE AS PURELY A
WEBSERVER W TH NO OTHER SERVI CES ENABLED EXCEPT DNS.

C) STANDARDI ZE ON ONE VENDOR PLATFORM - E. G ALL SUNS OR
SG 'S RUNNI NG THE SAME OPERATI NG SYSTEM

D) UPDATE OPERATI NG SYSTEMS TO THE CURRENT RELEASE AND/ OR
ENSURE THE LATEST PATCHES FOR THE RELEASE USED ARE

| NSTALLED.

E) CONSI DER THE USE OF FI REWALLS AND OR FI LTERI NG ROUTERS
I N YOUR LAN ARCHI TECTURE | N FRONT OF THE WEB- SERVER TO
PROVI DE ADDED LAYERS OF SECURI TY/ SEPARATI ON FROM THE
NETWORK.

F) REMOVE Cd - SCRI PTS NOT BEI NG USED FROM THE SERVER. SOVE
CA3 - SCRI PTS HAVE SERI QUS SECURI TY VULNERABI LI TI ES.

G USE SECRUI TY TOOLS JUDI Cl QUSLY - THI' S SHOULD ALWAYS BE
DONE CAREFULLY AS THESE TOOLS W LL BE CREATI NG FI LES THAT
DOCUMENT NETWORK VULNERABI LI TIES.  TOOLS SHOULD BE USED
CAREFULLY AS IT IS POSSI BLE TO CRASH A NETWORK | F USED

| MPROPERLY. TOOLS SHOULD ALSO BE USED I N CONSULTATI ON W TH
AN CORGANI ZATI ON' S SECURI TY POLI CY AND GENERAL COUNSEL.

H) | NSPECT YOU LOGS ROUTI NELY. BOTH WEB SERVERS AND
OPERATI NG SYSTEMS HAVE THE CAPABI LI TY TO LOG CRI Tl CAL
EVENTS THAT WLL AID I N D SCOVERY AND RECONSTRUCTI ON OF A
PENETRATI ON ATTEMPT.

1) DO NOT RUN THE WEB SERVER W TH ROOT OR ADM N

PRI VI LEDGES. OLDER WEB SERVERS SOFTWARE MAY ALLOW

PRI VI LEDGED ACCESS VWH CH OPENS PCSSI BLI TI ES TO KNOMW
ATTACKS (I.E. CE-BIN, PHF). UPGRADE WEBSERVER

SOFTWARE VWHEN POSSI BLE.

J) |IF THE | NFORVATI ON ON THE WEBSERVER | S STATI C OR UPDATED



| NFREQUENTLY, CONSI DER RUNNI NG THE WEB SERVER FI LE SYSTEM
AS READ ONLY.

2. ORGANI ZATI ONAL SECURI TY POLI CY SHOULD CONSI DER NETWORK
SECURI TY PLANNI NG SITE SECURI TY POLI CY, AND RI SK ANALYSI S.
RESULTS OF A RI SK ANALYSI S SHOULD PROVI DE ASSI STANCE WHEN
DETERM NI NG | NFORMATI ON TO BE PROTECTED, FROM | NFORVATI ON
AVAI LABLE TO THE PUBLI C. TO THE GREATEST EXTENT POSSI BLE
GOVERNMENT WEB SERVERS SHOULD BE SEGREGATED FROM | NTERNAL
NETWORKS TO REDUCE EXTENT OF DAMAGE FROM UNAUTHORI ZED
USERS. THE NATI ONAL | NSTI TUTE OF STANDARDS AND TECHNOLOGY
(NI'ST) HAS ABUNDANT | NFORVATI ON ON DEVELOPI NG SECURI TY
POLICY ON I TS WEB SI TE ( WAV NI ST. GOV/ PUBLI CATI ONS) .

3. MANY VULNERABI LI TI ES EXI ST | N COWERCI AL COVPUTER
OPERATI NG SYSTEMS AND WEB SERVER APPLI CATI ONS.  SYSTEM
ADM NI STRATORS SHOULD CONDUCT | NI TI AL AND PERI ODI C SURVEYS
OF VULNERABI LI TI ES TO DETERM NE CORRECTI VE MEASURES AND
UPDATED SECURI TY PATCHES THAT SHOULD BE APPLI ED TO THEI R
SI TES. GUI DANCE MAY BE FOUND AT THE CARNEG E MELLON

CERT WEB SI TE ( WWV CERT. ORG) .

4. A NUMBER OF EFFECTI VE WORKI NG Al DS EXI ST FOR THE SYSTEM
ADM NI STRATOR TO DETERM NE SYSTEM VULNERABI LI TI ES, AND
THESE Al DS ARE | NVALUABLE TOOLS FOR USE | N ASSESSI NG A
SYSTEM AS WELL AS ASSI STING | N THE DAY- TO- DAY SECURI TY
MANAGEMENT OF WEB SI TES. ADDI TI ONAL | NFORMATI ON REGARDI NG
WORKI NG Al DS MAY BE FOUND AT THE FEDCI RC WEB SI TE

( WV FEDCI RC. GOV) .

5. THE NATI ONAL SECURI TY ACENCY OFFERS A NUMBER OF SYSTEM
ASSESSMENT SERVI CES WH CH MAY BE OF USE TO YOUR DEPARTMENT
OR ACENCY. FOR MORE | NFORVATI ON ON THESE SERVI CES PLEASE
CALL (CVIL ACENCIES) 410-854-5790 OR (M LI TARY
DEPARTMENTS) 410-854-4391. | F YOU HAVE QUESTI ONS REGARDI NG
THE NATI ONAL SECURI TY | NCI DENT RESPONSE CENTER OR

TH'S ADVI SORY PLEASE CONTACT THE NSI RC STAFF ON 410- 854-
7070.

BT
NNNN



